


or consumers, cyber crime is sometimes little more than an
annoyance. A fraudster steals their card details, purchases
something, they tell their bank, the money is refunded and
the problem is sorted. An administrative hassle perhaps, but
it's rarely fatal to their finances. For e-commerce businesses,
however, that usually have to foot the bill for the chargebacks that
occur following unauthorised card transactions, it's more than just
a hassle. Identity theft, along with other forms of cyber crime, are
serious issues that threaten online gaming company’s reputations,
bottom lines and, in some cases, their licence to operate. But just
how big an issue cyber crime is for the online gaming sector is
open to debate. The countless number of companies selling tools
to combat cyber crime would have us believe we live in a world full
of virtual criminals, while operators are understandably keen to play
down the prevalence of anything untoward taking place.
Unauthorised card transactions and the resulting chargebacks
are a continuing problem for the industry, though this is also true
of e-commerce businesses, says Clive Hawkswood, chief execu-
tive at the Remote Gambling Association (RGA). “It's not that
the level of chargeback fraud is rising disproportionate to our

industry, it is just that as the industry has got bigger the annual
figures have got bigger.”

Advances in identity-verification tools and additional card securi-
ty measures such as Verified by Visa and MasterCard's SecureCode
have helped, but hurdles remain, says Dave Pope, marketing direc-
tor at 192.com Business Services. “The challenge for the online
gaming industry is that it wants to expand internationally — the UK
is a very crowded marketplace — but it is more difficult to get hold
of the data to verify identity outside the UK. So we can't offer as
in-depth a verification service for Germany, France or Australia as
we can in the UK

One problem that seems to have gained less coverage in recent
years — certainly when compared to the spate of attacks that
were reported around five or six years ago — is denial of service
(DoS) attacks. The online gaming industry was an early target for
DoS hackers, but was quick to head off further extortion attempts
with preventative measures. Emma Lindley, strategic development
director at GB Group, says the hackers have moved on to easier
targets. “Those attacks are still prevalent, but what we see now is
because most of the mature gaming companies have had those




attacks early on, they've actually found ways of get-
ting around them. What we do see is new entrants
being hit.”

Some issues are specific to certain games, for
example collusion and money laundering are more
prevalent in peer-to-peer games such as poker,
where criminals have the opportunity to move money
between cards by working with others.
Pat Harrison, operations director at 32Red, says:
“Certainly when you talk about player collusion, for
those operators that are specifically reliant on poker,
then that is a big concern. Poker is one area that has to be more
tightly policed because of the business model involved. There is
a large police network set up to monitor game play to pick up
any hints of soft play that would indicate that people are just
trying to wash money through.”

With savvy players ready to pounce on any hint of anything
untoward — poker forums such as Two Plus Two have been
largely responsible for breaking stories such as the Ultimate
Bet cheating scandal — operators need to ensure game play is
above board. Harrison says cheating scandals can affect the
credibility of the industry more widely. “If people are seeing
operator A being targeted, then people are hesitant about other
operators,” he says.

Data security is set to become one of the biggest issues the
sector will need to tackle in coming years, says Lindley. “Fraud
can be perpetrated externally and internally. Employee-type
fraud has definitely increased. Criminal gangs will pay people
large sums of money within call centres to let large transactions
go through. They'll say ‘we'll give you £10,000', and to somebody
who earns £16,000 a year, that's going to make sense.

“We've also seen quite a lot of gaming companies now start-
ing to carry out audits on us. They want to understand where
their consumer data is going. That's one area | think they are
going to start getting hotter on.”

Data breaches and insider scandals of course also have the
potential to turn into PR disasters. Media coverage, however, can
be disproportionately harsh when it comes to the online gaming
industry due to the lingering stigma attached to the sector. The —~
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RGA's Hawkswood cites underage gambling as a good
example of an issue that is often blown out of propor-
tion. “The reason it is always an issue is for PR reasons.
If a newspaper does a story on it then the reputational
damage is huge, even if in reality the numbers are
very low.”

Media perception aside, the majority of people agree
online gaming is no more or less at risk from cyber
criminals than any other online businesses. “The threat
of criminals is present in all industries and across
society, and it is important to recognise that the issues
facing online gaming are not specific to this sector,”
says Kristoffer Cassel, head of AML and fraud preven-

tion at Unibet. “What | believe differentiates this sector
from many others is that we have been recognising these
risks from the start and, since day one, worked with com-
mitment in this area,” he says.
“This self-regulation and commitment has been
driven as much from the businesses as from licensing
requirements. | wouldn't be surprised if in the future
we see some of the high-street banks using systems
developed from within the gaming industry,” he adds.
Harrison concludes: “I think the sector is very much
ahead of the game purely because the margins that
gaming operators work to are miniscule and as a result
of that then we've got to minimise any potential loss of
hard-earned revenue.”






